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‒ Mike Kay 

Northern Powergrid Customer Engagement Group 
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Traverse – facilitating the session  

‒ You! 

Northern Powergrid stakeholders 
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Who is on the call? 
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1. To provide stakeholders the opportunity to feedback to Northern Powergrid on 

a) their approach to resilience 

b) their plans for addressing issues relating to different areas of resilience.  

2. To convene a group of stakeholders who are experts in various aspects of the topic 

Our objectives for this session: 
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Time  Agenda Item 

10:00 Opening and Welcome 

10:10 
Our vision, business plan journey and 

‘emerging thinking’ 

10:15 Resilience Overview  

10:20 Resilience: stakeholder perspective 

10:25 Q & A 

10:40 Discussion topics 

12:00 Close 

    Agenda  
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What’s on your screen? 

• Don’t worry about children, pets, or backgrounds! 

• Tell us if there’s a problem 

• Use the chat function for questions as we go 

along & quick comments 

• Raise hands to ask a question verbally during 

Q&A 

• Keep muted when not speaking 

• Conversation recorded for note taking purposes 

Someone’s 

name 
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Our vision, business plan 
journey and emerging thinking 
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Northern Powergrid:  
Who we are and what we do 
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We are a regulated utility business and therefore, 

we plan ahead of time (in specific time intervals of 5 

years). 

We are preparing for our next business plan 2023 – 

2028 supporting the transition to a low-carbon future 

across our region. 

We want to make sure everyone's feedback is taken 

into account as we develop our future plan. Now is a 

key time for engagement, challenge and 

feedback. 

Northern Powergrid:  
Why we are here 



We have published our Emerging Thinking, outlining  

our approach to planning for 2023-28 and how we can 

play a role in a green recovery, economic growth and 

power communities across the North East, Yorkshire,  

and northern Lincolnshire from 2023 and beyond. 

Emerging Thinking for 2023-2038 

Setting out our approach in Emerging Thinking 

We are actively seeking feedback on the ideas we have 

outlined  to help shape our final plan. 



Our Emerging Thinking document 

summarises what we have heard  

to date and sets out ambitions for our 

business plan. It is a platform for further 

and more detailed engagement with 

our stakeholders. 

C 

E 

Emerging Thinking 
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Resilience Overview  
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Resilience Outlook 

 

 

 

As we move into the ED2 planning period it is important that our plans are developed to 

take into account an ever changing landscape in particular:  
 

• Greater reliance on our network 

• Electric Vehicles 

• Smart Technologies 

 

• Increased interdependences between utility  

networks 

• Telecoms 

• Water 

 

• Increased threat to our networks from a  

wide range of threat vectors 

• Increased cyber threat 

• Increased frequency of extreme weather events 
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Resilience Overview 

Customers and Stakeholders have every right to expect a network that is resilient to and 

able to bounce back quickly from major events arising from external threats such as 

climate change and malicious attacks.  
 
To achieve this Northern Powergrid aim to: 

 

• Employ a resilient workforce 

• Continue to serve our customers during crisis 

• Reduce impacts of Severe Weather to our networks  

• Minimise the risk of flooding to our assets 

• Manage Vegetation in vicinity of our assets 

• Recover from a total network shutdown (Black Start) 

event in a timely manner 

• Provide resilient communications systems for our staff 

• Provide resilient Information Technology systems  
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Why is Resilience Important?  

During recent years Northern Powergrid has had to respond to the following Disruptive Events 
which are all associated with several of the high impact risks documented in the National Risk 
Register: 

2019 – Over 1 million customers 

off supply across the UK 

2020 – COVID-19 

2018 – “Beast from the 

East” 

2015 – Storm Eva 

York, Leeds, Hebden Bridge 

 

2015 – Storm Desmond  

Lancaster (ENWL) 

 

2019 – South Yorkshire Floods 
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Resilience Preparations 

 

 

 

Northern Powergrid uses the content of both the National Security Risk Assessment 

(NSRA) to ensure that we have actionable operational response plans in place for each 

and every credible risk and threat vector. 
 
The Executive led Emergency Planning Coordination Group (EPCG) provides governance for over 30 emergency plans to 

ensure they are tested, updated and reviewed to capture learning from real events. Some examples of these plans are: 

 

• Response to events/incidents affecting our network including: 

• Severe Weather events 

• Black Start 

• Rota Load Disconnection events 

• Industry Mutual Aid (NEWSAC) 

• Communications during a major incident plan 

• Industrial Action Mitigation Plan 

• Departmental Business Continuity and Recovery Plans 

• Cyber Security and Disaster Recovery plans 

• Active gun crime and Bomb threat 

• Pandemic 

• Road Fuel    
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Stuart Marshall 
Chief Emergency Planning Officer 
Cleveland Emergency Planning Unit 
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Questions 
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Information Resilience   
Cyber Security 
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Cyber Security   

Cyber and Physical Security are key to building a resilient Power 

Network and keeping our customers information secure.   
 
• Threats to the UK’s infrastructure is growing, with a number of nation sponsored groups focused on 

gaining access to systems that can be used to disrupt essential services such as power supplies to 

homes and businesses. 
“Espionage and long-term persistence on networks remain the primary threat to UK energy sector” 

“Digitalisation of the energy sector through integrating distributed energy resources into the grid, or adopting IoT 

and cloud technologies are just a few examples of where organisations are facing new security challenges” 

 

• The value of information means that the attacks with growing sophistication from those wanting to 

steal data are a constant and increasing threat. 
 “the ransomware threat to UK energy sector organisations is almost certainly growing 

 

• The volume and sophistication  of non targeted or opportunistic cyber attacks continues to grow for all 

sectors. 
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Cyber Security  

The increasing levels of threat from motivated threat actors, combined 

with more open access to our system and data, creates a risk to power 

supplies and the security of our customers information. 
 
To combat this threat, for Physical and Cyber we have set two objectives: 

 

Protecting your power supply 

 

Protecting your information 

 
• Investing in our people and technology that will help to help us combat the growing number of 

sophisticated cyber attacks          

• Prioritising our investment to defend against attacks that seek to disrupt your power supply or steal 

your information           

• Supporting digitisation by securing the modern technologies and information sharing    
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Cyber Security   

Our  target is to achieve no loss of power to our customers as a 

result of a cyber attack on our systems. 
 

Proposals for Cyber Security measures: 

  
• Strengthening physical defences at substations that are an important part of our electricity 

network.  

• Keeping your information safe by investing in technology that helps us to identify 

weaknesses in our IT systems and quickly detect attacks.  

• Protecting our substations and the IT systems we use to control the delivery of power to 

your homes and businesses." 

• Developing our cyber security team to help us combat cyber-attacks. 

• Investing in automated technology to help us quickly respond to cyber-attacks.  

• Maintain the investment we have already made in our strong cyber defences. 

 

 



 

Further proposals and key initiatives for ED2: 

• Upgrade physical security at our substation sites with: - Intelligent CCTV and Perimeter Intruder 
Detection Systems and enhanced security doors. 

• Deploy intelligent technology to help our cyber team quickly identify real time threats and hunt for 
weaknesses in our systems  

• Maintain our strong defences as we open up our systems to more widely share data as part of our 
commitment to digitalisation and decarbonisation. 

• Securing the IT systems in our substations that help us monitor and control the delivery of power to 
your homes and businesses. 

• Develop our people, and recruit more cyber specialists, to be able to keep pace with the growing 
threat and sophistication of cyber attacks. 

• Implement automated technology that can quickly respond to cyber attacks and limit the damage 
they could cause. 

 

 

 

•   
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Cyber Security   



Discussion 

1. Do you agree with our high level objectives to “Protect Power Supplies” and 

“Protect your information”? Do these objectives represent a clear message? 

 

2. Do you think our proposals (slides 27 & 28) suitable address cyber resilience? 

Are there any other areas you would expect to see? 
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Operational Resilience 
Workforce   



To deliver this aim, our Workforce Resilience strategy focuses on: 

• improving inclusion 

• diversity and equality 

• improving workforce satisfaction 

• motivation and productivity 

• upskilling and multi-skilling  

• ensuring the health, safety and mental wellbeing of the workforce 

 

It will also demonstrate how we will ensure pay and reward mechanisms will continue to be aligned to the 

delivery of business plan commitments whilst remaining competitive to attract, motivate and retain 

colleagues.  

 

Our Emerging Thinking suggests that our ED2 propositions should be centred around creating a future-

focused workforce which better represents the diverse communities we serve and has the skills to manage 

future energy systems and smart technologies that support our delivery of net zero.  

We are seeking to develop a modern, diverse, high-quality, well-trained 

workforce fit for the future. 

      Workforce Resilience 
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Together with the rest of the industry we have challenges to overcome. 

• Replenishing our ageing operational workforce is partially a consequence of science, technology, 

engineering and maths (STEM subjects) not being prioritised in schools or educational decisions.  

 

• Attracting young people, women and individuals from diverse backgrounds is challenged by the 

misunderstanding to the wide range of roles we offer and the lower levels of diversity within the 

communities we serve compared to others.   

 

• Keeping our training in pace with the rapidly changing skills required to transition to net zero and 

decarbonisation is so fast that the education system and industry are out of sync.  

 

      Workforce Resilience 
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Our initial propositions to overcome these challenges include:  

Improving inclusion, diversity and equality 

• Continue to close our gender pay gap with a women in leadership programme and setting purposeful diversity targets. 

• Enhance diversity in the workplace with inclusion, diversity and equality training and accessible entry routes to 

employment and work experience opportunities. 

• Educate school pupils on energy careers and STEM skills. 

Improving workforce satisfaction 

• Establish working policies and practices to underpin an inclusive workplace. 

• Step change our attraction and retention methods. 

• Ensure colleagues have the best technology and training. 

Motivation and productivity 

• Ensure colleagues are not working under fatigue and perform at their best. 

• Further utilise or implement technological solutions to increase productivity of our workforce. 

• Utilise data analytics to measure productivity. 

      Workforce Resilience 
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Our initial propositions to overcome these challenges include:  

Upskilling and multiskilling 

• Continue Workforce Renewal programme. 

• Implement learning tools/IT solutions to allow blended flexible approach to training.  

• Close the skills gap by promoting our role  in shaping a sustainable future and develop a fast track development 

programme for engineers and high-calibre graduates. 

Ensuring the health, safety and mental wellbeing of the workforce 

• Broaden the awareness of mental health. 

• Introduce Mental Health Champions to effectively promote the well-being of colleagues. 

• Develop an app to monitor colleague fatigue risk. 

Aligning pay and reward to the delivery of commitments 

• Ensure competitive pay and reward packages by securing competitive multiyear pay deals and broadening our reward 

package to have flexible options to meet colleague needs. 

• Implement a flexible reward and recognition package that allows colleagues to see their total reward package in one 

place and also enhancing our benefits offering. 

      Workforce Resilience 
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Discussion 

1. We propose our future workforce strategy should be centred around a future-focused workforce which 

better represents the diverse communities we serve and has the skills to manage future energy 

systems and smart technologies that support our delivery of net zero. What would you expect us to 

do to achieve this? 

 

2. How should our developing thinking address the critical workforce resilience concerns? What more 

should we be thinking about? 
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Environmental and asset 
resilience 
Climate change and reliability 
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Climate Change and Asset Reliability  

Network reliability is measured by number and duration of interruptions 

experienced by our customers. It is a measure of the resilience of our 

assets and our ability to respond when incidents occur. 
 

• Currently our network reliability is comparable with others in the UK. Last year, the average customer 

had roughly a 50% chance of a power cut lasting less than an hour and a half. 

 

• This type of system-wide measure is most useful for monitoring medium- and long-term trends in 

performance and to consider what plans we should adopt for the future when managing and 

developing our network 

 

• Our desire to improve performance on local, LV networks has led to the development of a number of 

innovative tools and techniques. 
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Proposals for reliability improvement by developing the network: 
 

• We plan to reduce the number and duration of power cuts generally across the network 

at all voltage levels whilst also focusing on improving the experience of those customers that 

have a significantly worse than average performance  

 

• We will ensure that we are able to deliver power to our customers 99.98% of the 

time, resulting in a 2.5%-10% reduction in the number and a 5-20% reduction in duration of 

power cuts.  

 

• We also propose to reduce the number of Guaranteed Standards failures 

that our customers experience by 5%-20%, including those for long duration power cuts  

 

 

 

Climate Change and Asset Reliability  



 

Further proposals and key initiatives for ED2: 

• We plan to continue the roll out of our Automated Power Restoration System (APRS) across our 
wide area High Voltage networks which will further increase their capacity to respond to faults. 

• We also plan to install more remote-control switching points within our wide area High Voltage 
network which will further increase the ability of our 24/7 control engineers to restore supplies 
without staff needing to attend site 

• We plan to install monitoring equipment on our local, Low Voltage networks which will give our 24/7 
control room visibility of how the network is performing and take appropriate action where 
necessary before customers need to contact us 

• We will deploy next generation fault management devices where they have the greatest benefit 
across our local, Low Voltage networks with pre-fault sensing equipment which will enable us to 
pinpoint issues before they result in power cuts as well as restoring supplies automatically before 
staff attend site 
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Climate Change and Asset Reliability  



 

Measuring the impact of risk: 

• During RIIO-ED2 climate change is not anticipated to present a major risk to reliability. We have well-
established response plans to minimize the impact of storms and restore supplies as quickly as 
possible following damage to the network. 

• In the long-term climate change has the potential to have a significant effect on reliability unless we 
take appropriate actions 

• We have been working to understand the interactions that we have with other third parties, such as 
the water, gas, and telecoms networks and how more reliant they may be on electricity supply in the 
future 

• The changing nature of customer demand patterns and how power is generated, creates challenges 
in terms of the operation of the electricity system, both at a local and national level which will change 
the way we currently work 
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Climate Change and Asset Reliability  



Our Vision for the Future:  

We see the future as our opportunity to power our region 
with sustainable, long-term investments that unleash the 
potential of innovation, digitalisation, our people and 
collaboration to: 

• Lead the drive towards decarbonisation 

• Operate a highly reliable and resilient network 

 

 

35 

By 2028, the end of our next price control period, we envisage a world where energy 

generation and use are very different to the way they look today. 

Climate Change and Asset Reliability  
 



 

Environmental Impact  
 

• Extreme weather events are occurring more often with a consequent increased impact on 

our network meaning we have to activate our response plans more often. 

 

• In response to stakeholder feedback, we have increased the scale of our flood defence 

programme to protect more sites across our network.  

 

• We receive all advance weather warnings and information on other threats to our network 

which mean we can swiftly activate our Major Incident response plans. 

 

• Our Major Incident protocols ensure we can deploy all available staff in response to the 

event, managed and coordinated by an experienced team with Executive leadership. 

 

 

 

 

 

Climate Change and Asset Reliability  
 

Using climate 

predictions to 

remain resilient 

Collaborating to 

increase resilience 

Responding to 

increasingly 

extreme weather 



 Discussion 

1. Are we demonstrating good leadership on resilience matters? 

 

2. Do our developing plans address the critical resilience concerns for our regions 

the energy sector and the UK overall? 

 

3. How far should we go in terms of proactively identifying and protecting against 

future threats? 
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Next steps 



To find out more about these topics and the wider 
business plan engagement, please visit:   

http://engage.northernpowergrid.com/ 

See our Emerging Thinking document and 
supporting material for full information on all 
options. If you think we have missed something, 
let us know.  

Business planning next steps 
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Thank you for joining us today  and 
for all your input. 

 

Please complete the onscreen poll. 

 

 

Your feedback is important  
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Thank you 


